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REMARKS 

This is a fall and timely response to the non-final Official Action mailed June 28, 
2005. Reconsideration of the application in light of the above amendments and the following 
remarks is respectfully requested. 


Claim Status: 

By the forgoing amendment, the specification and various claims have been amended. 
Additionally, new claims 21-28 have been added, and original claims 8 and 17-20 have been 
cancelled. Thus, claims 1-7, 9-16 and 21-28 are currently pending for further action* 


Prior Art— Anticipation: 

Claims 1-3, 5-1 1 and 15-18 were rejected as being anticipated under 35 US.C § 
102(e) by U.S. Patent No, 6,823,451 to Gulick et al. ("Gulick"). For at least the following 
reasons, this rejection is respectfully traversed. 

Claim 1 recites: 

A system for controlling use of a piece of office equipment or a particular 
resource available through that piece of equipment, said system comprising: 

a. piece of office equipment comprising a timer for timing periods during 
which said equipment receives no user input, wherein said equipment automatically 
enters a locked state upon elapse of a pre-determined period measured by said timer 
during which no user input is received; and 

a lock control device connected to said piece of office equipment, wherein said 
lock control device is activated to unlock said equipment upon presentation of an 
identifier of an authorized user to a sensor of said lock control device, said sensor 
sensing and recognizing said identifier to identify said authorized user, 

wherein said lock control device controls user operation of said office 
equipment by selectively enabling operation of said office equipment or a resource 
available through that office equipment based on sensing and recognizing said 
identifier of said authorized user. 
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la contrast, Gulick fails to teach or suggest a piece of office equipment that times 

periods during which no user input is received, enters a locked state in response and can be 

unlocked upon presentation of an identifier of an authorized user to a sensor of a lock control 

device. In this regard, the recent Office Action cited Gulick at col. 9, lines 4-43. This section 

of Gulick describes a number of timers. 

The SMM [System Management Mode] timing controller 401 A includes the 
duration timer 406A, which measures how long the computer system 100 is in SMM. 
The kick-out timer 407 A, also included in the SMM timing controller 401A, counts 
down from a predetermined value while the computer system 1 00 is in SMM. The 
control logic 420A is configured to assert a control signal (EXIT SMM 404) for the 
processor to exit SMM, such as in response to the expiration of the kick-out timer 
407A. The restart timer 408, included in the SMM timing controller 401 A, starts 
counting down from a predetermined value after the kick-out timer 407A reaches 
zero. The SMM indicator 405, also included in the SMM timing controller 401 A, is 
operable to monitor the status of one or more signals in the computer system, such as 
the SMI# (System Management Interrupt) signal and/or the SMIACT# (SMI ACTive) 
signal to determine if the computer system is in SMM. 
(Gulick, col. 9, lines 26-41). 

However, none of these timers track a period during which no user input is received, as 
claimed. As a result, Gulick fails to teach or suggest the claimed timer for timing periods 
during which no user input is received. Consequently, Gulick also fails to teach or suggest 
the claimed entry into a locked state upon elapse of that timer and the consequent use of a 
lock control device with a sensor for selectively enabling operation of the equipment after it 
has been locked due to the lack of user input. 

"A claim is anticipated [under 35 U.S.C. § 102] only if each and every element as set 
forth in the claim is found, either expressly or inherently described, in a single prior art 
reference." Verdegaal Bros. v. Union Oil Co. of California, 2 U.S.P.Q.2d 1051, 1053 (Fed. 
Cir. 1987) (emphasis added). See M.P.E.P. § 2131. For at least this reason, the rejection of 
claim 1 and its dependent claims based on Gulick should be reconsidered and withdrawn. 
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Independent claim 9 similarly recites: 

A method for controlling use of a piece of office equipment or a particular 
resource available through that piece of equipment, said method comprising: 

timing a period during which said equipment receives no user input and 
placing said equipment or a resource available through said equipment into a locked 
state upon elapse of a pre-determined period during which no user input is received; 
and 

re-enabling operation of said piece of office equipment or a resource available 
through that office equipment to an authorized user upon presentation of an identifier 
of said authorized user to a sensor of a lock control device connected to said piece of 
office equipment, wherein said sensor senses and recognizes said identifier to identify 
said authorized user. 

As demonstrated above, Gulick fails to teach or suggest the claimed method including 
"timing a period during which said equipment receives no user input and placing said 
equipment or a resource available through said equipment into a locked state upon elapse of a 
pre-determined period during which no user input is received.'* Consequently, Gulick also 
fails to teach or suggest the claimed "re-enabling operation of said piece of office equipment 
or a resource available through that office equipment . . . upon presentation of an identifier of 
said authorized user to a sensor of a lock control device connected to said piece of office 
equipment." 

Again, "[a] claim is anticipated [under 35 U.S.C. § 102] only if each and every 
element as set forth in the claim is found, either expressly or inherently described, in a single 
prior art reference/' Verdegaal Bros, v. Union Oil Go. of California, 2 U-S*P.Q.2d 1051, 
1053 (Jed. Cir. 1987) (emphasis added). See M,P,EJ>. § 2131. For at least this reason, the 
rejection of claim 9 and its dependent claims based on Gulick should be reconsidered and 
withdrawn. 

Additionally, the various dependent claims in the application recite subject matter that 
is neither taught nor suggested by the prior art of record. Specific examples follow. 
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Claim 5 recites •'wherein said lock control device is connected to said computer or 
computer terminal via a connection that also connects a keyboard to said computer or 
computer terminal.** This subject matter is neither taught nor suggested by Gulick. 

Claim 6 recites "wherein said lock control device controls access to a particular 
application residing on said computer or accessible through said computer terminal." Claim 
14 recites similar subject matter. This subject matter is neither taught nor suggested by 
Gulick. In this regard, the Office Action cited Gulick at col. 7, lines 3 1-46. This portion of 
Gulick, however, does not teach or suggest that a lock control device connected to a computer 
or computer terminal is used to control access to a particular application residing on that 
computer or accessible through the computer terminal. 

Claim 7 recites "a computer network with at least one network server to which said 
computer is connected, wherein said lock control device controls access to said network 
server from said computer" (emphasis added). Claim 15 recites similar subject matter. In 
this regard, the Office Action cites Gulick at col. 47, line 59 to col. 48, line 3. This portion of 
Gulick describes a ''network security authenticator 5070." However, the network security 
authenticator 5070 is not subject to controlled access, as claimed. Rather, it serves to 
authenticate another device 5040. (Gulick, col. 48, lines 18-19). Nowhere does Gulick teach 
or suggest the claimed subject matter in which a lock control device attached to a computer 
controls access to a network server accessible from that computer. 

For at least these additional reasons, the various dependent claims noted are clearly 
distinguishable from the teachings of Gulick. Thus, the rejection of these claims based on 
Gulick should be reconsidered and withdrawn. 
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Prior Art — Obviousness: 

Claims 3, 4, 1 1, 12, 19 and 20 were rejected under 35 U.S.C. § 103(a) over the 
combined teachings of Gulick and U.S. Patent No. 6,089,61 1 to Blank ("Blank"). For at least 
the following reasons, this rejection is also respectfully traversed. 

Claims 3 and 4 respectively recite t4 wherein said lock control device comprises a 
proximity card sensor** and "wherein said lock control device comprises a magnetic card 
reader." Claims 1 1 and 12 recites similar subject matter in the form of method claims. 

The Office Action acknowledges that Gulick does not teach or suggest these features 
of the claims, (Action of 6/28/05, p. 4). Consequently, the Action cited to Blank/ Blank 
mentions the use of proximity cards and magnetic cards (Blank, col. 9, lines 8-21) as part of a 
"transactional control system, a promotion system, and a redemption system." (Blank, 
abstract). Blank does not teach or suggest anything about using proximity cards ot magnetic 
cards in connection with controlled access to a piece of office equipment. 

Consequently, neither Blank or Gulick teach or suggest a lock control device for a 
piece of office equipment that comprises a proximity card sensor or a magnetic card reader as 
recited in claims 3, 4, 1 1 and 12. "To establish prima fecie obviousness of a claimed 
invention, all the claim limitations must be taught or suggested by the prior art In re Royka, 
490 K2d 981, 180 USPQ 580 (CCPA 1974).° M.P.E.P. § 2143.03, Accord. M.P.E.P. § 
706,02(j). For at least these reasons, the rejection of claims 3, 4, 1 1 and 12 should be 
reconsidered and withdrawn. 
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Conclusion: 

The newly added claims are thought to be patentable over the prior art of record for at 
least the same reasons given above with respect to the original independent claims. 
Therefore, examination and allowance of the newly added claims is respectfully requested. 

For the foregoing reasons, the present application is thought to be clearly in condition 
for allowance. Accordingly, favorable reconsideration of the application in light of these 
remarks is courteously solicited. If the Examiner has any comments or suggestions which 
could place this application in even better form, the Examiner is requested to telephone the 
undersigned attorney at the number listed below. 


Respectfully submitted, 


DATE: 28 September 2005 



Registration No. 40,326 

Steven L. Nichols, Esq. 
Managing Partner, Utah Office 
Rader Fishtnan & Grauer PLLC 
River Park Corporate Center One 
10653 S. River Front Parkway, Suite 1 50 
South Jordan, Utah 84095 

(801) 572-8066 
(801) 572^7666 (fax) 


CERTIFICATE OF TRANSMISSION 

I hereby certify that this correspondence is being transmitted to the Patent and Trademark 
Office facsimilejmmber 571-273*8300 on September 28. 2005 . Number of Pages: 40 
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TITLE OF THE PAHB>r HQN 

[0001] Computer or Computer Resource Lock Control Device and Method of 
Implementing Same 

FIELD OF THE I>7VB>£HQN 

[0002] The present invention s pecification r elates to the field of computer 
security. More particularly, the present invention relates to computers, computer 
terminals and resources that are accessed through a computer or computer terminal that 
are subject to security measures in which the computer, terminal or resource is 
automatically secured and locked after a measured period of inactivity requiring the user 
to demonstrate authorization to regain access to the computer, terminal or resource. 

BACKGROUND OF - THE INVENTION 

[0003] Fig. 1 illustrates an exemplary computer system. This system may be a 
stand-alone computer, a networked computer, or a computer terminal or workstation 
connected to a larger, main-frame computer. The term "computer" will hereafter be 
used to refer generically to stand-alone computers, networked computers, or computer 
terminate or workstations connected to a larger, mam-frame computer. 

[0004] As shown in Fig. 1, a basic computer system (100) typically comprises a 
monitor (101), user input devices, such as a mouse (104) and keyboard (103), and a 
central processing unit (102) or connection to a main-frame processor. 

[0005] Computers often have automated measures designed to protect the 
computer and the information and resources it contains. These measures typically 
Operate by measuring the time that the computer has gone without being used, e.g., 
without typing on the keyboard (103) or movement of the mouse (104). 

[0006] For example, a monitor (101), particularly a cathode ray tube monitor, 
can be damaged if the same screen is displayed for a long period of time. The 
luminescent material in the screen can become depleted along the lines and shapes of 
images displayed for a long period of time. The result is that when the display is finally 
changed, a shadow of the former, long-held display still appears on the monitor. 
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[0007] To prevent this, tasks known commonly as screen savers are run in the 
background of most computing platforms. . The screen saver task measures the time 
since the computer last received input from the user, e.g,, typing on the keyboard (103) 
or movement of the mouse (104). If the time since the last input from the user exceeds a 
specified limit, the screen saver will take over the monitor (101) and display a "screen 
saver" which is typically an animated or dynamic display that prevents any static image 
from being displayed for a lengthy period of time. 

[0008] Typically, by accessing the screen saver's control interface, the user can 
specify by -the amount of time the computer can be inactive before the screen saver 
display is implemented. This is a significant convenience as some users will want the 
screen saver to appear quickly if the computer is unused, while other users will not want 
to be bothered by the screen saver each time they stop inputting for a few moments. 

(0009] Another automatic safety measure, similar to screen savers, protects 
sensitive or confidential information or resources that may be available on or through a 
computer. If a computer contains confidential information or access to sensitive or 
important resources, access to that computer is typically controlled by requiring any 
authorized user to demonstrate authorization to access the computer by logging on. This 
is usually done by requiring the user to enter a password or passwords to gain access to 
the computer and/or its resources. Any user who cannot provide the appropriate 
passwords will not gain access. 

[0010] Another layer of protection is provided by automatically logging the user 
out if the computer has been inactive for a specified period of time, much like a screen 
saver. If an authorized user has logging into a secured computer, but not entered any 
input for a period of time, the concern is that the user has left or been called away 
without securing the computer. Consequently, if an unauthorized person can get to the 
computer at this time, when the computer is logged in, the unauthorized person will 
have full access to the confidential information, or resources of the computer. This 
unwanted possibi lity is diminished by having the secured computer log out if the 
computer goes unused for a specified period of time. 

[001 1) In this context, logging out involves locking up access to the computer 
and its information and resources such that an authorized user will again have to log in, 
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typically by providing one or more passwords, in order to regain access to the computer, 
its information and available resources. If the computer automatically locks up after a 
specified period of not receiving user input, the resources and information on that 
computer will likely be secured, even if an authorized user leaves or is called away from 
the computer while it is in a logged in or unlocked state. 

[0012] While this automatic, timed lock out is very useful to protect confidential 
information and resources available on the computer, it is also of some inconvenience to 
authorized users. The authorized user may not appreciate having to log back in to the 
computer each time he or she has to leave the computer for a few minutes. Logging 
back in obviously takes at least a few moments to accomplish and can become an 
annoyance if the process has to be repeated. 

10013] Consequently, authorized users, who may be, for example, mere 
employees who do not have a particular stake in securing the information or resources 
available on a computer, will frequently seek to defeat the automatic time-out feature on 
their computer. For example, they may be able to deactivate the time-out feature so that 
the computer does not lock up even if left unused indefinitely. Alternatively, they may 
be able to set the time-out period for such a long length of time that it becomes almost 
meaningless as a way to restrict access to the computer, its information and resources. 

[0014] Consequently, there is a need in the art for a means and method of 
securing a computer that contains confidential information or provides access to 
restricted resources, while at the same allowing authorized users to easily access, lock 
and unlock, the computer without a laborious process of entering one or more passwords 
to gain access each time. 

SUMMAR Y OF THE tNTVENTION 

[0015] The present invention ic dirocto drto- specification describes a system for 
controlling use of a piece of office equipment or a particular resource available through 
that piece of equipment. In a pr e ferred embodiment one example, a system according to 
the pro o ont invontion m ay include a piece of office equipment; and a lock control device 
connected to that piece of office equipment. The lock control device is activated by 
presentation of an identifier of an authorized user. The lock control device controls user 
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operation of the office equipment by enabling operation of the office equipment or a 
resource available through that office equipment to the authorized user. 

[0016] The office equipment so secured may be, for example, a computer or 
computer terminal. The lock control device may be, for example, a proximity card 
sensor or a magnetic card reader. Preferably, the lock control device is connected to the 
computer or computer terminal via a daisy chain connector that also connects one or 
more user input devices to the computer or computer terminal. 

[0017] In other embodiments, the lock control device controls may be used 
under th e principles of tho pr e sent invention to control access to a particular application 
residing on the computer or accessible through the computer terminal. The lock control 
device of th e prooont invention m ay also control access to other resources available on or 
through the computer or computer terminal such as a network or network server. 

[0018] Preferably, the secured computer or computer terminal has a timer for 
timing periods during which the computer or computer terminal receives no user input. 
The computer or computer terminal enters a locked state upon elapse of a pre- 
determined period during which no user input is received. An authorized user may 
unlock the computer or computer terminal by operating the lock control device. 

[0019] The principles described herein arc present inv e ntion is not limited to the 
system summarized above, but also encompasses variations of this system as well the 
methods of making and operating the system. Fox example, the present invention 
encompasses a method for controlling use of a piece of office equipment or a particular 
resource available through that piece of equipment may be performed b y enabling 
operation of the piece of office equipment or a resource available through that office 
equipment to an authorized user upon presentation of an identifier of the authorized user 
to a lock control device connected to the piece of office equipment. 

BRIEF DESCRIPTION OF THE DRAWINGS 

(0020] The accompanying drawings illustrate preferred embodiments o f th o 
pr e sent inv e ntion examples of the principles described herein and are a part of the 
specification. Together with the following description, the drawings help to demonstrate 
and explain the pruiciplo s -examples of th e present invention. 
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[0021] Fig. 1 is an illustration of an exemplary conventional computer system- 
with whioh the present invention oould bo practiced . 

[0022] Fig. 2 is an illustration of a computer system according to a first preferred 
e mbodiment of tho pro s ont inv e ntion - i n which a proximity card system is used to unlock 
the computer system. 

[0023] Fig. 3 is an illustration of a computer system a c cording to a s e cond 
pr e f e rr e d embodiment of th e pr e s e nt invention in which a magnetic strip card system is 
used to unlock the computer system. 

[0024] Fig. 4 is a flowchart illustrating an exemplar y preferred method of 
implementing the pr e sent invention p rinciples described herein . 

[0025] Fig. 5 is an illustration of a prefe r red e mbodim e nt of connecting a 
computer lock control device to a compute r according to tho prosont inv e ntion . 

[0026] Figs. 6a and 6b illustrate embodiments of th e pres e nt invention -lock 
control devices applied to control access to equipment other than a computer. 

[0027] Fig. 7 illustrates a pr e f e rred ombod aa aant of th e pres e nt inv e ntion t he 
principles described herein applied to controlling access to resources available on and 
through a computer. 

[0028] Throughout the drawings, identical elements are designated by identical 
reference numbers. 

DETAILED DESCRff TION-Q F THE PREFERRED EMBODIMEfrTTS 

[0029] The present invention specification p rovides a lock control device for a 
computer or other piece of equipment to control accesses to that equipment. The lock 
control device provides input to the computer or other piece of equipment to identify an 
authorized user in lieu of, for example, entry of one or more passwords using a 
keyboard. The lock control device of tho prosont invention is preferably activated using, 
for example, a proximity card or a magnetic strip card. In this way, access to the 
equipment secured by the lock control device can be quickly activated, even if that 
equipment has timed, out and locked up. 

[0030] Using the drawings, examples t he profo F rori embodiments of the proaont - 
invontion will now be explained. 
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(0031J Fig. 2 illustrates a computer system aooording to a first preferred 
embodiment of th e proaont invention in which a proximity card system is used to operate 
a lock control device and unlock the computer system. As above, the term "computer," 
as used herein, means, without limitation, stand-alone computers, networked computers, 
or computer terminals or workstations connected to a larger, main-frame computer. As 
shown in Fig. 2, an exemplary computer system (100) may comprise a monitor (101), 
user input devices, such as a mouse (104) and keyboard (103), and a central processing 
unit (1 02) or connection to a main-frame processor. 

[0032] The computer system (100) illustrated in Fig. 2 contains confidential 
information or access to restricted resources such that it is desired to control access to 
the system (100), Consequently, basic security measures are preferably used, such as 
requiring an authorized user to input one or more passwords to the computer system 
(100) using the keyboard (103), Additionally, once an authorized user is logged into the 
system, i.e., the computer system (100) is unlocked, a timer will run which measures the 
amount of time elapsed since the system (100) last received user input via, for example, 
the keyboard (1 03) and mouse (1 04). If a predetermined length of time passes without 
any user input while the system (100) is in an unlocked state, the system (100) will 
automatically log out the current user and assume a locked state such that an authorized 
user will again have to log in using, for example, one or more passwords entered 
through the keyboard (103). 

[0033] However, the system (1 00) of Fig, 2 also includes a lock control device 
according to the principles o£ - th e pr e s e nt invention - described herein . In the example of 
Fig. 2, the lock control device is a proximity sensor (120) that is connected to the 
computer system (100). The proximity sensor (120) will detect the presence of a card 
(121) or other object which is encoded for detection by the sensor (120) when that card 
or object is brought into proximity with the sensor (120). Additionally, the proximity 
sensor (120) will be able to read an identifier encoded in the card (121) or other object 
so as to discriminate between cards. 

[0034] Proximity sensors (120) and corresponding proximity cards (121) are 
frequently used by employers to control employee access to, for example, a building, a 
room, a parking garage, etc. Consequently, employees may already be carrying a 
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proximity card which can be used to facilitate implementation of the prcoont invcmtion 
described system . 

[0035] Under the principles of the present invention, a A user can identify 
himself or herself to the computer system (100) by presenting his or her proximity card 
( 1 2 1 ) or other obj ect to the proximity sensor ( 1 20). As noted above, the proximity 
sensor (120) can distinguish between different proximity cards held by different users 
and can thus discriminate between different lasers. If a user, identified by his or her 
proximity card (121) being presented to the sensor (120), has authorization to use the 
computer system (100), the system (1 00) can automatically log the user in and assume 
an unlocked state. 

[0036] If the system (100) thereafter times out and assumes a locked state, the 
user can regain access and unlock the system (1 00) by simply presenting his or her 
proximity card (121) to the proximity sensor (120). In this way, the user is not bothered 
by having to re-enter his or her passwords each time the computer system (100) times 
out and locks up. 

10037) As an added security precaution, the user may still be required to log in 
initially using one or more passwords. Then, for a period of, for example 8 hours, the 
user can reactivate access to the computer system (100) when the system times out by 
simply presenting an authorized proximity card (121) to the proximity sensor (120), 
Again, the user is not bothered by having to re-enter his or her passwords each time the 
computer system (1 00) times out and locks up. 

[0038] Fig. 3 illustrates a computer system according to a second pr e f e rr e d 
embodiment of the present invention in which a magnetic strip card system is used to 
operate a lock control device and unlock the computer system. As shown in Fig. 3, an 
exemplary computer system (100) may comprise a monitor (101), user input devices, 
such as a mouse (104) and keyboard (103), and a central processing unit (102) or 
connection to a main-frame processor. 

[0039] As before, the computer system (100) illustrated in Fig. 3 contains 
confidential information or access to restricted resources such that it is desired to control 
access to the system (100). Consequently, basic security measures axe preferably used, 
such as requiring an authorized user to input one or more passwords to the computer 
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system (100) using the keyboard (103). Additionally, once an authorized user is logged 
into the system, i.e., the computer system (100) is unlocked, a timer will run which 
measures the amount of time elapsed since the system (100) last received user input via, 
for example, the keyboard (103) and mouse (104). If a predetermined length of time 
passes without any user input while the system (100) is in an unlocked state, the system 
(1 00) will automatically log out the current user and assume a locked state such that an 
authorized user will again have to log in using, for example, one or more passwords 
entered through the keyboard (103). 

[0040] However, the system (100) of Fig. 3 also includes a lock control device 
according to the principles e f the pres e nt invention - described herein . In the example of 
Fig. 3, the lock control device is a magnetic card reader (1 30) that is connected to the 
computer system (100). The magnetic card reader (130) will read data encoded in a 
magnetic strip on a card (131) when the card (131) is swiped through the reader (130) 
causing the magnetic strip to pass by a magnetic field detector in the card reader (130). 
During this process, the card reader (130) will be able to read an identifier encoded in 
the magnetic strip on the card (131) so as to cUscriminate between cards. 

[0041) Magnetic card readers (130) are frequently used to read credit card 
numbers from credit cards, but are also less commonly used by employers to control 
employee access to, for example, a building, a floor, a room, a parking garage, etc. 
Consequently, employees may already be carrying a magnetic strip access card (131) 
which can be used to facilitate implementation of the pe a sant inv e ntion described 
system . 

[0042] In fact, a credit card, gas card or any other magnetic strip card that the 
employee carries and which is unique can be used as the magnetic strip access card for 
the system of the present invention described herein . For example, an authorized user 
could log into a computer system using a traditional password- The user the edits the 
access information to add quick access with a magnetic strip card. The user is then 
prompted to swipe any magnetic strip card (e.g., a credit card) through the reader (130). 
The identification data on that card is then associated with the user's authorization to 
access the computer or terminal which will unlock or log in when that card is again 
presented to the reader (130). 
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[0043] Under th e principloc of th e present invention, a Auser can identify 
himself or herself to the computer system (100) by swiping his or her magnetic strip card 
(131) through the card reader (130). As noted above, the card reader (130) can 
distinguish between different magnetic strip cards held by different users and can thus 
discriminate between different users. If a user, identified by his or her magnetic strip 
card (13 1) as read by the reader (130), has authorization to use the computer system 
(100), the system (100) can automatically log the user in and assume an unlocked state. 

[0044] If the system (100) thereafter times out and assumes a locked stale, the 
user can regain access and unlock the system (100) by simply swiping his or her 
magnetic strip card (131) through the magnetic card reader (130). In this way, the user 
is not bothered by having to re-enter his or her passwords each time the computer system 
(1 00) times out and locks up. 

[0045] As an added security precaution, the user may still be required to log in 
initially using one or more passwords. Then, for a period of, for example 8 hours, the 
user can reactivate access to the computer system (100) when the system times out by 
simply swiping an authorized magnetic strip card (131) through the card reader (130). 
Again, the user is not bothered by having to re-enter his or her passwords each time the 
computer system (100) times out and locks up. 

[0046] Fig. 4 is a flowchart illustrating at>roforrod one method of implementing 
the present invontion p rinciples described herein . As shown in Fig. 4, the secured 
computer system constantly monitors the time since the last user input was received, i.e., 
the period the system has been unused (1 80). When the elapsed time since the system 
received input exceeds a specified amount, i.e., a time out period, the computer system 
logs out and assumes a locked state (181). 

[0047] If a user then correctly enters one or more passwords to identify himself 
or herself as an authorized user of the system (182), the computer system logs in (184). 
In other words, the computer assumes an unlocked state in which the user can access the 
information and resources available on or through that computer. 

[0048] If no such password is entered, or was entered previously followed by the 
computer timing out and locking up, the user ma y, und e r the principles of the present - 
invention, operate a lock control device (1 83) to gain access to the computer system. 
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The lock control device may be> for example, a proximity sensor or a magnetic card 
reader consistent with the exemplary embodiments described above. If the lock control 
device is activated (183), e.g., an authorized card is used in the lock control device, the 
computer system logs in (184), i.e., the computer assumes an unlocked state in which 
the user can access the information and resources available on or through that computer. 

[0049] Fig. 5 is an illustration of a preferr e d ernbodiraeftt-one example of 
connecting a computer lock control device to a computer according to the pre se nt 
invention p rinciples described herein . The lock control device may be, for example, a 
proximity card sensor or a magnetic card reader as discussed in the examples above. 
However, the invention is not so limited as will be explained below. 

[0050] As shown in Fig. 5, the lock control device (e.g., 120 or 130) is 
connected to the computer (102) to provide input to the computer to authorize a user 
who is presenting an appropriate identification card or otherwise activating the lock 
control device. In the preferred embodiment illustrated in Fig. 5, the lock control device 
is preferably connected to the computer (102) by a daisy chain (140) in common with 
the keyboard (103). Consequently, input from the lock control device (e,g., 120 or 130) 
enters the computer (102) through the same channel as would input, i.e., a password, 
typed on the keyboard (1 03). Consequently, it becomes very easy to use input from the 
lock control device to unlock the computer (t 02) in lieu of a password or similar input 
from the keyboard (103). 

[0051] Along this line, the lock control device is not limited under the principles 
of th e pr e s e nt inv e ntion described herein to a proximity card sensor or a magnetic card 
reader- Rather, the lock control device can be any device that can authenticate an 
authorized user and provide input in lieu of a typed password to the computer. 
Preferably, the lock control device can be activated more rapidly than typing a password 
to avoid the burden on the user of needing to repeatedly log back in to the computer. 
For example, the lock control device could be a fingerprint scanner, a retinal scanner, a 
voice pattern recognition system or the like. 

[0052] Consequently, under the principles of tho prooont inv e ntion, t he 
authorized user must present an identifier to the lock control device to access the office 
equipment, e.g., a computer, or resources available through that equipment. The 
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identifier may be, as described above, a physical identifier carried by the authorized user 
such as a proximity card or a magnetic strip card. However, the identifier may also be a 
biological characteristic of the authorized user such as a fingerprint, retinal pattern or 
voice pattern. Any identifier of an authorized user that can be quickly tested and 
evaluated can be use d within the princip l e s of th e pr e sent invention . 

[0053] Figs. 6a and 6b illustrate ombodamonts e xamples o f the peasant inv e ntion 
principles described herein applied to control access to equipment other than a 
computer. As shown in Figs. 6a and 6b, the principles of th e present invontion can be 
applied to any piece of equipment for which access by users is to be limited and 
controlled. 

[0054] Fig. 6a illustrates a lock control device (e.g., 120 or 130) connected to a 
telephone (150). Consequently, use of a particular telephone (150) could be limited to 
those with a card or other means of activating the lock control device (e.g., 120 or 130). 

[0055] Similarly, Fig. 6b illustrates a lock control device (e.g., 120 or 130) 
connected to a printer (J 60). Consequently, user of the printer (160) can be limited to 
those with a card or other means of activating the lock control device (e.g., 120 or 130). 

[0056] There is no limit to the type or amount of office equipment that can be 
secured with a lock control device (e.g., 120 or 130) according to -the-pr esent invontion . 
Examples of office equipment include, but are not limited to, computers, computer 
terminals, facsimile machines, copy machines, digital senders, scanners, telephones, 
personal digital assistants, multi-function peripherals, computer networks, servers, etc. 

[0057] Fig. 7 illustrates another application of the nreoont invention p rinciples 
described herein . As will be explained in more detail below, in addition to using the 
lock control device (e.g., 120 or 130) of tho prooont invontion to control user access to 
equipment and hardware, the lock control device (e.g., 120 or 130) of the prooont 
invention can also be applied to controlling user access to resources available on and 
through a computer. 

[0058] It is not uncommon for a computer user, even after having logged on to 
the computer, to access resources through the computer that require additional 
verification of authorization. These resources may include particular drives or databases 
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on a network, a particular web site, a particular application that can be run on or from 
the computer, etc. 

[00S9] As would be expected, access to these additional resources is often 
granted upon the entry of a password to the computer. Consequently, the present 
inv e ntion described, system can be applied in a manner similar to that described above to 
facilitate user access to these on-line resources. 

[0060] Fig. 7 illustrates such a system. As shown in Fig. 7 ? a computer system 
(100) can be used to access any number of on-line resources. These resources may 
include, for example, a network server (170), a particular web site (171), an application 
(1 72) that can be run on or through the computer (100), a network peripheral such as a 
printer (173), or a CD ROM library (174). 

[0061] As shown in Fig. 7, a lock control device (e.g., 120 or 130) is connected 
to the computer (100). When the user desires to access any one of the restricted on-line 
resources (170-1 74), the user can demonstrate authorization to use that resource by 
activating the lock control device (e.g., 120 or 130) rather than having to enter a 
password. Similarly, if the user is using any of the on-line resources (1 70-174) and is 
timed out of that resource, i.e., the resources enters a locked state, the user can regain 
access to the resource by activating the lock control device (e.g., 120 or 130). 

[0062] The preceding description has been presented only to illustrate and 
describe examples of t he invention. It is not intended to be exhaustive or to limit the 
invention to any precise form disclosed. Many modifications and variations are possible 
in light of the above teaching. 

[0063] Th e pr e ferred embodiment was chos e n and d e scribed in - order to b e st 
explain th e principl e s of th e invention and its practical application. — T he preceding 
description is intended to enable others skilled in the art to best utilize the invention in 
various embodiments and with various modifications as are suited to the particular use 
contemplated. It is intended that the scope of the invention be defined by the following 
claims. 
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